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[bookmark: _Toc198270574]1. Purpose and Scope
Purpose: This document outlines the process for managing information security incidents in a consistent and effective manner to minimise harm, meet legal and regulatory obligations, and support ISO/IEC 27001:2022 compliance.
Scope: This plan applies to all employees, contractors, systems, networks, and data owned or operated by [Organisation Name]. It also applies to incidents involving third-party services where [Organisation Name] is the data controller or has contractual security responsibilities.
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	Role
	Description

	Incident Manager
	Oversees the incident lifecycle, manages resources, ensures all steps are followed and documented.

	Security Analyst/Responder
	Performs investigation, containment, eradication, and recovery actions.

	Communication Lead
	Coordinates all internal and external communications, including with regulators and customers.

	Privacy Officer
	Assesses potential privacy impacts and manages breach notification requirements.

	IT/System Owner
	Provides support to the response team, helps restore affected systems.

	Legal/Compliance
	Advises on legal obligations and prepares external legal notifications.

	All Staff
	Must report suspected incidents and assist with investigation when required.


Provide contact details in a separate, easily updated Contact List appendix.
[bookmark: _Toc198270576]3. Incident Classification and Prioritisation
Use the following table to classify and prioritise incidents:
	Severity
	Criteria
	Example
	Target Response Time

	Critical
	Organisation-wide impact, legal/regulatory triggers, major data breach
	Ransomware affecting production, OAIC notifiable breach
	Within 1 hour

	High
	Department/system-level impact, sensitive information compromised
	Hacked mailbox, malware on finance server
	Within 4 hours

	Medium
	Contained or limited impact, no major data loss
	Detected malware cleaned before execution
	Within 1 business day

	Low
	Suspicious but no clear impact
	Reported phishing email not clicked
	Within 2 business days


Document how the classification was determined in the incident log.
 
[bookmark: _Toc198270577]4. Detection and Reporting Procedure
Reporting Instructions for Staff:
· If you see something suspicious (e.g., phishing email, device lost, unauthorised access), immediately:
· Email: security@[organisation].com.au
· Phone: [Insert Hotline Number]
· Fill out incident form at: [Insert Link or Location]
Reporting Form Must Include:
· Who discovered it?
· When was it discovered?
· What was observed? (e.g., error messages, suspicious files)
· What systems or data were involved?
Detection Sources Include:
· User reports
· Antivirus/EDR alerts
· SIEM/log monitoring
· Vendor breach notifications
 
[bookmark: _Toc198270578]5. Incident Response Workflow (Detailed) 
1. Initial Triage
0. Log the report (assign ID, timestamp, reporter).
0. Verify if it is an actual security incident.
0. Assign severity classification.
0. Alert Incident Manager and relevant responders.
1. Containment
1. Quarantine affected systems.
1. Disable compromised accounts.
1. Disconnect from networks if required.
1. Eradication
2. Remove malware, close attack vectors.
2. Apply patches or fixes.
2. Re-secure accounts (password reset, enable MFA).
1. Recovery
3. Restore systems from backups (after scanning).
3. Validate system health before bringing back online.
3. Monitor post-recovery activity.
1. Communication
4. Internal briefings (executives, IT, HR as needed).
4. External notification to authorities (OAIC, clients) where required.
4. Public statement if incident is high-profile.
1. Documentation
5. Maintain a timeline of actions.
5. Log all communications and evidence gathered.
5. Store securely with restricted access.


 
[bookmark: _Toc198270579]6. Post-Incident Review
Schedule a review within 5 business days. Use the template:
· Incident Summary: One paragraph overview
· Timeline of Events
· Root Cause: Use 5 Whys technique if needed
· Lessons Learned
· Control Failures Identified
· Improvement Actions: Assign owner + due date
· Status: Ongoing/Complete
Update the risk register and relevant policies if control gaps are found.
 
[bookmark: _Toc198270580]7. Evidence Handling
· Collect logs, screenshots, file hashes
· Label and store any forensic images securely
· Use a chain-of-custody form if data may be needed for legal or insurance use
· Avoid modifying affected systems before evidence is captured
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8. Communication Matrix
	Stakeholder
	Notify When
	Contacted By
	Notes

	Executive Team
	Critical incidents, legal exposure
	Incident Manager
	Within 1 hour

	OAIC
	If breach meets threshold
	Privacy Officer
	Within 72 hours

	Customers
	If their data is affected
	Comms Lead
	Pre-approved message template

	Public/Media
	High-profile only
	CEO or Comms
	PR-approved only


 
[bookmark: _Toc198270582]9. Continuous Improvement
· Review this plan annually or after any Critical incident
· Track metrics:
· Number of incidents by severity
· Average time to detect/respond/close
· Number of repeat incidents
· Use findings to improve awareness, tools, and controls
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Appendix A: Contact List
	Role
	Name
	Contact Number
	Email Address
	Backup Contact

	Incident Manager
	John Smith
	0412 345 678
	jsmith@org.com.au
	Jane Doe – 0412 888 111

	Security Analyst/Responder
	Alice Tran
	0401 222 333
	atran@org.com.au
	Bob Kim – 0402 555 444

	Communication Lead
	Sarah Li
	0423 000 999
	sli@org.com.au
	Alex Moore – 0423 111 888

	Privacy Officer
	Claire Robinson
	0433 777 888
	crobinson@org.com.au
	

	IT/System Owner
	David Nguyen
	0415 222 999
	dnguyen@org.com.au
	

	Legal/Compliance
	Michael Young
	0420 999 555
	myoung@org.com.au
	

	All Staff
	N/A
	N/A
	N/A
	N/A



















Appendix B: Incident Report Form Template
Please complete this form as soon as a potential or confirmed security incident is identified.

1. Reporter Details
· Name of Reporter: _________________________________________
· Department / Team: _________________________________________
· Contact Information (Phone / Email): ___________________________

2. Discovery Details
· Date & Time Discovered: ____________________________________
· How was the incident discovered?
☐ User Report ☐ System Alert ☐ Antivirus/EDR ☐ Other: _______________

3. Incident Description
· What was observed?
(Include any error messages, suspicious behaviour, email content, etc.)


· What systems, accounts, or data were involved?
(E.g., File server, email account, financial data)



4. Immediate Actions Taken (if any)
· 
· 

5. Attachments (if applicable)
☐ Screenshots  ☐ Logs  ☐ Email Headers  ☐ Other: _______________



Appendix C: Incident Log Register
	Incident ID
	Date Reported
	Severity
	Description
	Affected Systems
	Status
	Closed Date
	Lessons Learned

	INC-2024-001
	01/04/2024
	High
	Phishing email compromised user
	Email, AD
	Resolved
	02/04/2024
	Enabled MFA

	INC-2024-002
	08/04/2024
	Medium
	Malware found on workstation
	Workstation 17
	Resolved
	08/04/2024
	Improved AV



























Appendix D: Sample Notifications (OAIC, Customer)
1. OAIC Notification – Example (Email Template)
Subject: Data Breach Notification – [Organisation Name]
To: enquiries@oaic.gov.au

Dear Commissioner,
We are notifying the Office of the Australian Information Commissioner (OAIC) of a data breach in accordance with the Notifiable Data Breaches scheme.
· Date of Incident: [Insert Date]
· Date Discovered: [Insert Date]
· Summary of Incident: [Briefly describe the breach and how it occurred]
· Information Affected: [e.g., names, emails, financial data]
· Number of Individuals Affected: [Estimated count]
· Containment Measures: [Brief summary of containment steps]
· Planned Notification to Individuals: [How and when]
· Steps Taken to Prevent Reoccurrence: [Controls improved, training, etc.]
If you require further information or clarification, please contact:
Name: [Privacy Officer Name]
Phone: [Phone Number]
Email: [Email Address]
Kind regards,
[Name]
Privacy Officer
[Organisation Name]









2. Customer Notification Template
Subject: Important Notification – Your Personal Information May Be Affected

Dear [Customer Name],
We are contacting you to inform you of a potential data breach involving your personal information.
What happened:
On [Date], our security team identified [brief description of incident, e.g., "unauthorised access to a company email account"].
What information was involved:
Based on our investigation, the following information may have been affected:
· [e.g., Full Name, Email Address, Phone Number]
What we’ve done:
We immediately took steps to contain the incident and have launched a full investigation. We are also notifying the Office of the Australian Information Commissioner (OAIC) as required.
What you can do:
We recommend the following precautions:
· Monitor your accounts for unusual activity
· Be cautious of suspicious emails or messages
· Consider updating passwords if reused on other sites
Support:
We are here to assist. If you have any questions or concerns, please contact us at:
📧 Email: support@[yourdomain].com.au
📞 Phone: 1300 000 000
We apologise for the inconvenience and are taking steps to strengthen our defences to prevent future incidents.
Sincerely,
[Your Name]
Head of Customer Support
[Organisation Name]






Appendix E: Root Cause Analysis (RCA) Template
Purpose: Use this template to conduct a structured analysis of a security incident, identify root causes, and define corrective actions to prevent recurrence.

1. Incident Overview
· Incident ID: _____________________________________
· Date of Incident: _________________________________
· Severity: ☐ Critical ☐ High ☐ Medium ☐ Low
· Summary of Incident:
(Brief, one-paragraph overview of what occurred)



2. Timeline of Events
	Time
	Event Description

	08:30 AM
	Alert triggered via SIEM

	08:45 AM
	Analyst initiated investigation

	09:15 AM
	Phishing email confirmed

	[Insert time]
	[Insert event]



3. Root Cause Analysis – 5 Whys
	Question
	Answer

	1. Why did the incident happen?
	[e.g., Employee clicked a phishing link]

	2. Why was that issue present?
	[e.g., Lack of phishing awareness training]

	3. Why was it not detected earlier?
	[e.g., Email filtering rules were too permissive]

	4. Why was the control ineffective?
	[e.g., Controls not reviewed post-software update]

	5. Why did the organisation not anticipate this?
	[e.g., No prior tabletop exercise for phishing]


Root Cause Identified:


4. Control Weaknesses Identified
· ☐ Missing controls
· ☐ Control failure
· ☐ Insufficient detection
· ☐ Lack of training
· ☐ Other: _______________________________

5. Corrective & Preventive Actions
	Action
	Owner
	Due Date
	Status

	Implement quarterly phishing simulation
	IT Security Team
	15/06/2025
	☐ Open ☐ Closed

	Update email filtering rules
	Email Admin
	10/06/2025
	☐ Open ☐ Closed

	Conduct staff awareness refresher training
	HR/IT
	01/07/2025
	☐ Open ☐ Closed



6. Lessons Learned
· 
· 

7. Follow-Up and Review
· Review Scheduled: ____________________________
· Was the Risk Register Updated? ☐ Yes ☐ No
· Was Policy/Procedure Updated? ☐ Yes ☐ No
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